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© Matthew C. Waxman Cyber — Attacks and the Use of Force:
Back to the Future of Article 2(4) in Yale Journal of International Law Vol. 36 2011; Michael N. Schmitt Computer Network At-—
tack and the Use of Force in International Law: Thoughts on a Normative Framework in Columbia Journal of Transnational Law Vol.
37 1999; Daniel B. Sliver Computer Network Attack as a Use of Force under Article in INT’ L L. STUD. Vol. 73 2002; Jason
Barkham Information Warfare and International Law on the Use of Force in International Law and Politics Vol. 34 2001; Matthew
Hoisington Cyber Warfare and the Use of Force Giving Rise to the Right of Self — Defense in Boston College International and Com-—
parative Law Review Volume 32 2009.
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@ See Christoper C. Joyner and Catherrine Lotrionte Information Warfare as International Coercion: Elements of a Legal
Framework in European Journal of International Law Vol. 12 No. 5 2001 pp. 845 -846.

@ See Legality of the Threat or Use of Nuclear Weapons Paras. 39 41 1.C.J. July 8 1996.
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@ See Case Concerning Military and Paramilitary Activities in and against Nicaragua ( Nicaragua v. United States of America)
Judgment of 27 June 1986 1. C.]J. Reports para. 195.

® (2 para. 230.

@ . :( ) http: / /www. icrc. org/ WEB/CHI/sitechiO. nsf/html/cyber —
warfare — interview —2011 - 08 - 16,

® @ para. 195.
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®@ See Tom Gjelten Extending The Law Of War To Cyber Space available at http: //www. npr. org/templates /story/story. php?
storyld = 130023318.
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@ See Dr Rex HUGHES “Towards a Global Regime for Cyber Warfare” available at http: //www. ccdcoe. org/publications/
virtualbattlefield /07_HUGHES% 20Cyber% 20Regime. pdf.

@ See Scott J. Shackelford From Nuclear War to Net War: Analogizing Cyber Attacks in International Law in Berkley Journal
of International Law Vol. 25 No. 3 2009 p.216.
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@ See Matthew C. Waxman Cyber — Attacks and the Use of Force: Back to the Future of Article 2(4) in The Yale Journal of
International Law Vol. 36 2011 p.453.
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